Abstract-Delegations are the basic mechanism through which agents in a multiagent system coordinate. Delegations are also a major source of insecurity in a multiagent system. In this paper, we outline delegation protocols based on trust. Through these protocols, we address the problem associated with delegation decisions in a multiagent system.
INTRODUCTION
Any computer program that is capable of autonomous behavior is termed as an agent [1] . Such an agent is said to represent a user and operate on the user's behalf to achieve certain goals. A multitude of such agents coexisting together gives rise to a multiagent system. The primary aim of such a multiagent system is to achieve, through collaboration among its members, goals and tasks that are difficult for a single agent to attain. The collaboration in a multiagent system usually takes the form of delegation from one agent to another. The act of handing over an object by one agent to another is known as delegation [2, 3, 13] . The object that is being delegated can be a task, a role or a goal which, in turn, is composed of multiple tasks [4, 1 1] . The entity that initiates the transfer is known as the delegator and the entity to which it is transferred is termed as the delegatee [5] . The delegatee agent is expected to complete the delegated object to the satisfaction of the delegator agent.
In a multiagent system composed of disparate selfinterested agents, delegation is the primary mechanism of inter-agent collaboration and cooperation. By disparate, we mean that the agents are constituently different. They are designed by and act on behalf of different users. In other, words these agents do not form part of a team. Unlike a team of agents that have a common goal, each of these agents has its own individual goal that they were designed to achieve. Hence, we classify the agents as self-interested i.e. the agents are primarily interested in their own goal. In such an environment, an agent acts as a delegatee and cooperates with delegator only in lieu of an incentive which is termed as the cost of delegation [6] . Since the agents are disparate and self-interested, there can be no assumption made about the benevolence of such delegatee agents towards delegator agents [6] .
Delegations in environments described above can be a major source of insecurity. Wong and Sycara identified delegations as one of the four main sources of insecurity in a multiagent system [7] . A malicious delegatee can breach information and resources associated with a delegated object. Even a benevolent agent may fail to complete a delegated object satisfactorily due to lack of ability to do the same. Hence, the problems associated with delegations in multiagent systems with disparate self-interested agents are two fold. One is that of potential insecurity and the other, the probability of failure of delegation. In either case, we consider the delegation as one that was not completed to the satisfaction of the delegator.
Having defined the difficulties associated with delegations among disparate self-interested agents, we now define the delegation decision problem. In an open environment such as the one discussed in the above paragraphs, the entities are customarily alien to one another. In other words, a given agent is usually not acquainted with another's ability (to complete a delegated object) or reliability (in terms of benevolence). In such an environment, how does a delegator choose a delegatee from a given set of potential options? Hence the delegation decision problem is a selection problem: A problem of selecting a suitable delegatee with respect to ability and reliability.
We propose to solve the delegation decision problem by using a rating system where the delegatee for a particular delegation is chosen based on some parameter. If the rating system could indicate the delegatee's ability and reliability, the delegator could then select a delegatee who has a high probability of completing the delegated object in a reliable, satisfactory manner. Although there has been a lot of research in the area of delegations, none attempt to address the delegation decision problem [14, 15] .
In this paper, we propose using the notion of trust as a basis for delegation decisions. Trust is defined as the quantified belief of one entity towards another with respect to honesty, competence and dependability within a specified context [8, 12] . Trust also signifies the trustor's estimate of risk involved when transacting with a trustee [6] . Trust, when used as the determining factor for delegation decisions, can alleviate the problems related to delegations in multiagent systems. A delegatee that is trusted to a greater degree by the delegator would have a higher probability of completing the delegation to the latter's satisfaction than a delegatee with a lower trust. Hence, we opine that trust, to a great extent de-alienates potential delegatees and delegators i.e. delegtors gets more acquainted with the delegatee's benevolence and ability with respect to delegations. The value of trust we employ in our work is primarily experienced based trust [6] . However, we also propound the notion of pseudoexperience based trust as well.
We present our work as a model of delegation based on trust. It should be noted that there can be any number of factors influencing delegations decisions. Some important ones are the cost of delegation, availability of resources and knowledge (on the part of the delegatee) required to complete the delegation etc. For the length of our work, however, we do not consider these other factors. We focus on delegations based solely on trust. The model presented herein can be easily extended to include other aspects associated with delegation. In the next section we define and describe the various ideas and protocols that constitute our model for delegation decisions.
TRUST BASED DELEGATION PROTOCOLS
As delineated earlier, we propose to base our delegation decisions on trust. Hence, the trust value should be sufficiently accurate in indicating the ability and benevolence of the concerned agent. An efficient trust updating technique would result in more delegations being successful. In this section, in addition to defining the various ideas we propose through our model, we outline various trust updating techniques which in our opinion augments to the accuracy of trust value as far as delegations are concerned.
Delegation Group: A delegation group is a collection of agents that are interested in either delegating or receiving delegations. In other words the member agents of a delegation group are potential delegators, delegatees or both.
The primary purpose for the existence of a delegation group is to provide a forum for the agents to get acquainted with each other by building trust. Trust values thus acquired help make delegation decisions. It should be noted that the term group has special significance in the context of a multiagent system. The cohesive force between the agents of a group is neither as strong as that in a team of agents nor as weak as that in a crowd [9] . The cohesive force in a delegation group arises from the common interest of its member agents in delegation. A delegation group can contain any number of agents that are delegators/delegatees or both.
Delegation Harmony: Delegation harmony or DelHarmony is a novel idea we present through this work. DelHarmony indicates the degree or extent of accord between two agents with delegations in context. It reflects the consistency of a delegatee agent in completing delegations from a given delegator's perspective. Hence, DelHarmony is a quantified notion that a given agent (a delegator) has towards another (delegatee).
DelHarmony is expressed as a real number with a minimum of zero. It is not bounded by a maximum value. We represent the value of DelHarmony by using DH (A, B), which denotes the DelHarmony that agent A has towards agent B. Hence DelHarmony is always specified with respect to two specific agents. It should also be noted the DelHarmony is an asymmetrical notion i.e. DH (A, B) need not be the same as DH (B, A).
We formulate DelHarmony as follows:
Where, HD (A, B) is the number of honored delegations with agent A as the delegator and B as the delegatee and DR (A, B) is the total number of delegation requests from A (again as delegator) to B (delegatee). By number of honored delegations, we mean the number of delegations where the delegator, in this case A, was satisfied with the outcome of the delegation both with respect to the outcome of the delegation itself and the absence of events that compromise security of information and resources associated with the delegation.
The term HD (A, B) /DR (A, B) represents the fraction of delegations from agent A to B that was successful. This fraction, however, would have the same value for a delegatee that has satisfactorily completed only 2 delegations and a delegatee that has satisfactorily completed 100 delegations (the fraction in both cases is 1.0 as all delegations are deemed to be completed satisfactorily). Hence, the fraction does not reflect any consistency on the part of the delegatee. To take account of consistency, we introduce the log 10 HD (A, B) expression in our formula of DelHarmony. We identify this expression as the longevity factor. The longevity factor serves to indicate the length of delegation interactions between the given delegator and delegatee. Hence, an agent that has satisfactorily completed a certain fraction of a higher number of delegations would have a higher value of DelHarmony associated with it than an agent with the same fraction of successful delegations over a relatively lesser number of delegations. For instance, citing the above comparison of delegatees with 2 out of 2 and 100 out of 100 successful delegations, the former would have a DelHarmony value of .6021 and the latter would have a value of 200 using the aforementioned formula.
It should be noted that any suitable function can be used in the longevity factor expression in place of the log base 10 proposed by us. We found the log base 10 function to have the right degree of sensitivity in reflecting the consistency of a delegatee. By suitable, we imply that the function used should increase at a reasonably slow rate. This would ensure that the value of DelHarmony does not radically change for each successful delegation. As we will discover in the following paragraphs, the innovative concept of DelHarmony is used to lend a dynamic approach to trust updating techniques. A drastic difference in the DelHarmony values of agents slightly differing in performance would, in turn, have a drastic effect on the values of trust as well.
Trust: The trust value is the primary dynamic, based on which delegation decisions are predicated in our model. Since trust value indicates probability of success in a transaction, it is natural to the base our delegation decisions on this notion [10] .
We denote trust value that an agent A has towards agent B by T (A, B). Trust, like DelHarmony is quantified as a real number and does not have a maximum limit for its value. However, unlike DelHarmony, the value of trust can also take a negative value. Trust is also an asymmetric entity. T (A, B) need not be the same as T (B, A).
The trust value we use in our model is primarily experience based i.e. the trust value that one agent has in another reflects the experience that the former had while interacting with the latter. To reflect the experience in delegations that a delegator has with respect to a delegatee, we update the value of trust (towards a delegatee) after every delegation (again, to that particular delegatee 
T (A, B) T (A, B) + a (A, B)
In case of a failure, the penalty value is deducted from trust value as follows
T (A, B) = T (A, B) -f (A, B)
Depreciation 
T (A, B) = T (A, B) -DT (A, B)
The Subscriber Model: As mentioned earlier, the trust we employ to predicate our delegation decisions is primarily an experience based one. In this section we introduce a pseudo-experience based trust approach in addition to the experience based trust. In the subscriber model, an agent is able to update its trust towards another agent without actually delegating to that delegatee.
Whenever an agent's trust towards another agent is greater than what is termed as the publisher threshold, the former sends a request to the latter requesting to be its subscriber. We denote publisher threshold as 3P. The publisher threshold is an agent level value. In other words, each agent has its own publisher threshold. The actual value that an agent chooses for its publisher threshold depends on the cautiousness of the agent. As an illustration of the subscriber model, consider an agent A with a certain value for publisher threshold 6P. Let The algorithm outlined above is simple and intuitive. A potential delegator first computes the depreciated trust for all agents in the delegation group that it is considering for the delegation. It then updates the trust value of each to obtain the new value of trust based on which it predicates the delegation decision. It then delegates the object by assigning it a weight according to the object's importance. Once the delegation's outcome is available, the delegator updates the DelHarmony and trust for the delgatee to reflect the outcome of the delegation. The outcome and the importance of delegation is then published to all of the delegator's subscribers. Finally, the delegator agent checks the trust value of the delegatee to check if it is below the delegation group's elimination threshold, in which case, the delegator initiates elimination against the delegatee. We now describe the notion of elimination threshold and the elimination protocol.
Elimination Threshold: As elucidated in the delegation cycle algorithm, an agent whose trust value has fallen below a certain value is eligible to be eliminated from the delegation group. By doing this, a minimum level of quality can be maintained within a delegation group. This is another manner in which the idea of delegation group can be employed.
The minimum value of trust that all the agents in a group are expected to maintain is known as the elimination threshold. We represent elimination threshold by the symbol 31E. It should be noted that the elimination threshold value, unlike the publisher threshold described earlier, is a group level value. Here again, our model espouses a dynamic approach. By a dynamic approach, we mean the value of elimination threshold is not a static, fixed value. The elimination threshold is dependent on the number of delegations or delegation cycles that an agent has performed. For instance the elimination threshold for a delegatee that has faced 500 cycles of delegation would not be the same as that for a delegatee that has performed only 10 delegations. We term this approach as a cycle based elimination threshold. The reason for accepting such an approach arises from the fact that an agent that has faced a large number of delegations should have necessarily have a higher value of trust than an agent that has performed a relatively lower number of delegations. Hence, the cycle based elimination threshold considers the opportunity that a delegatee has had, in terms of the delegations it has faced, to prove its ability and reliability. An illustration and detailed explanation of the elimination threshold is presented in the next section. Once the trust value of an agent towards other has decreased to a point below the elimination threshold, the former initiates elimination against the latter. In such a scenario, the former is called the initiator of elimination and the latter is termed as the candidate of elimination. Once the elimination has been initiated, all the agents in the delegation group except the initiator and candidate of elimination vote on the initiation. If majority of the group vote for the elimination, the agent in question is eliminated, else, it is reinstated in the group. The agents voting on elimination follow the elimination protocol described in the next paragraph.
Elimination Protocol: Each agent in the group decides to vote for the elimination or against it based on the elimination protocol. The protocol is outlined in figure 2 . A decision on the elimination of the concerned agent is then made based upon the majority decision.
SIMULATIONS
A series of simulations were conducted as part of our investigation. The primary goal of the simulations was to illustrate the variation of the values of the different ideas presented herein. The graphs resulting from our simulations confirm our view on the working of the model. The simulations were coded using the Java 1.4.2 language. To understand the experiments, it is imperative to understand the idea of success rate.
Success rate corresponds to the ratio of the number of successful delegation to the total number of delegation performed by a given delegatee expressed as a percentage. We use this notion in our simulations to depict the variation in values for agents with different success rates. The success rates in the experiments are assumed to reflect the ability and dependability of agents and hence remain constant for the length of the experiment.
Our first experiment illustrates the building of DelHarmony for three agents (with respect to a common delegator). These three agents are assumed to have success rates of 100%, 80% and 50O. In other words the agents never fail, fail once in every five delegations and every other delegation respectively. Figure 3 shows the variation in the DelHarmony value for each of these three agents.
Building DelHarmony We explore the agent elimination threshold in the next simulation. Figure 6 shows Unit time (log base 10)
